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Abstract 
Fintech technologies and digital systems transformation have become the most commonly used 

words in the last decade, with a direct impact on any organizational structure and design. 
Rearranging values change the business process. The present paper emphasizes that, in order to remain 
competitive and achieve market longevity, organizational structures must keep up with the digital 
transformation and implementation of new security systems in order to face cyberattacks exposure. 
Protecting data (e.g. financial and clients), improving the performance but also the survival of 
institutions is related to the adoption of innovation and the adoption of digital changes into 
organizational culture and redesign its structure. The article aims to show how new technologies 
together with their requirements can improve the organizational structure to face actual challenges, 
such cyberattacks; and how digital transformation and the adoption of new technologies have changed 
the approach of the job requirements on the global level. In order to underline the necessity of 
amendments of the business process, the author redesigns an organizational structure taking into 
consideration new technologies challenges and implementations of new functions. The change proposed 
for redesigning the organizational structure is based on balancing the differentiation and integration 
among specialized departments, to avoid operational risks. 

 
Introduction 

Successful organizational change requires that you use all of the ingredients, inject lots of care and 
passion, and don’t take any shortcuts (McCalman and Potter, 2015). The new technologies and the 
informational reforms bring to the society new managerial demands for the efficient management of the 
necessary changes in the business and social environment. As businesses use more and more internet and 
computer networks, daily activities are dramatically being reshaped. Businesses, employees become better 
informed and can work more efficiently, yet there is uncertainty about data and job place about security at 
the same time. The digitalization and big data reveal both the opportunities and dangers for workers and 
businesses in the digital age. New digital technologies shape organizational design and cultural change 
(Jacobs and Yudken, 2003).  

An organization is a tool people use to coordinate their actions to obtain something they desire or 
value—that is, to achieve their goals (Jones, 2013). The actual development of the business approach, 
though FinTech has a direct impact on jobs and organizational structure, and concludes that the digital 
systems ultimately reduce transaction costs thereby aiding profit-making, and also assists workers, 
consumers, and citizens in challenging business practices, then, at the same time, it may expose data to 
cyberattacks. 

Digital solutions and new technologies offer great potential to overcome massive development 
challenges and can contribute to achieving the goal of universal access to all business services (Moshirian, 
2011). Digitization and digital business promise a universe of applications and digitalized assets that are 
expected to work together to allow rapid development of new capabilities that will give a competitive 
advantage (Moşteanu, 2019a). To remain competitive and achieve longevity in the market, businesses 
must keep up with the digital transformation (Moşteanu and Modarress Fathi, 2020). Using big data and 
digital systems, through the internet and IT devices may expose the business secrecy to cyber-attacks. 
Dispute cyberattacks become the first threat for business, which usually come with financial 
repercussions. Many companies from around the world started to use Artificial Intelligence in their 
business process because it helps companies to reduce operating costs, boost productivity and deliver the 
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ultimate customer experience. Artificial Intelligence is one of these game-changing tools for business. 
However, other companies are still shy in integrating and using Artificial Intelligence and new 
technologies for various reasons, mainly due to lack of knowledge, and/or lack of resources 
(Marketingcharts, 2017; Moşteanu 2020a). Cyberattacks are usually aimed at accessing, changing, or 
destroying sensitive information; extorting money from users; or interrupting normal business processes 
(Moşteanu 2020b). The present work paper seeks to show how new technologies together with their 
requirements can improve the organizational structure to face actual challenges. 

 

Literature review 
The survival of businesses is connected with the adoption of innovation, and embracing digital 

changes, to improve the efficiency and the performance within the organization (Scardovi, 2017). The 
reconstruction of organizations design using actual financial technologies imply new educational 
specializations and developing new skills and competences to fulfill de challenges of different and new 
job requirements. This requires promoting a stable business climate, offering an efficient infrastructure, 
using the newest technologies, which become the greatest conditions to welcome investments, employing 
actual technologies to boost economic development (Moşteanu, 2019b). Digital database technologies 
facilitate the generation, calculation, and circulation of the data required to (Williamson, 2016) develop 
new educational curriculum to prepare people for successful employment in a digitalized era. Digital 
systems are becoming more and more used, representing a much faster, cheaper, and safer way when it 
comes to financial transactions. Access to modern telecommunications systems is a priority in all countries 
around the world, as in their evolution, financial and banking systems implement, use, and encourage 
online services for domestic and international financial transfers (Moşteanu and Faccia, 2020). Digitization 
and digital transformation have become the most used words in the last decade, but especially in recent 
years. There is an excess of definitions of this term, used to describe the offline-to-online migration of 
commercial operations and businesses, including those found in many published research works 
(Moşteanu, 2020c). All of this comes to help businesses to develop their activity and to improve their 
productivity. However, digital exposure may lead to digital disaster or digital disruption, which requires 
cybersecurity (Moşteanu 2020e, f). Digital disruption is defined by Oxford College as a transformation that 
is caused by emerging digital technologies and business models. The digital innovative new technologies 
and models can impact the value of existing products and services offered in the industry. Therefore, the 
term disruption is used, as the emergence of these new digital products/services/businesses disrupts the 
current market and causes the need for re-evaluation (Oxford College of Marketing, 2016). 

Cyber security, a concept that arrived on the post-Cold War agenda in response to a mixture of 
technological innovations and changing geopolitical conditions (Hansen and Nissenbaum, 2009). Over the 
year, due to the continue improving the technologies, hacking become more complicated. New and new 
cases of cyber-attack risen, such as Snowden & The NSA, 2013 (a former CIA copied and leaked classified 
information from NSA); Yahoo 2013-2014 (hackers broke  into Yahoo, jeopardizing the accounts and 
personal information of all their 3 million users); WannaCry, 2017 (known as ransomworm – targeted 
computers running the  Microsoft Windows operating systems and demanded ransom payments in the 
Bitcoin cryptocurrency), (Murphey, 2019). All this was possible because, while there are significant 
advances in information technology and infrastructure which offer new opportunities, cyberspace is still 
far from completely secured. Currently, in many cases, the employed security solutions are ad hoc and 
lack a quantitative decision framework (Shiva, et.al., 2010). 

 

Research methodology 
The present work paper is exploratory research, based on investigative techniques. It is 

fundamental and qualitative research, which aims to identify the main impediments encountered in 
digitizing the activity of institutions, as well as the necessity of adapting the organizational structure and 
speed of adapting the workforce to the new requirements regarding the provision of innovative 
administrative and products and services through digital technology and cybersecurity systems. The 
paper presents how organizations redesign their structures to compete with new digital technologies. The 
research paper uses macroeconomic indicators from different regions of Europe, related to the new 
developments of the labor market, economic and social progress trends.  
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Findings 
An organization’s environment is a complex network of changing pressures and forces that affect 

the way it operates (Jones, 2013). Environment is the one which leads to and entrepreneurship or to a 
change in organizational design. A business organizational structure is affected directly by the specific 
and general environments. Specific environment deals with customers’ desires and needs, with 
competitors’ activities, supply chain management, and governmental rules and regulations. General 
environment deals with socio-economic policies, cultural and demographic forces, international 
movements, and technological forces. Technological forces, such as the development of new production 
techniques, new information-processing equipment, use of big data and artificial intelligence, cloud services, 
and hyper-processing systems influence many aspects of organizations’ operations. The use of 
computerized manufacturing technology can increase productivity. Similarly, investment in advanced 
research and development activities influences how organizations interact with each other and how they 
design their structures. Digitalization transform the business operations in at least five ways (Maruti 
TechLabs, 2019): risk assessment; fraud detection and management; financial advisory services; trading; 
and managing finance. Figure no.1 presents how FinTech is improving a financial institution’s activity. 
Artificial Intelligence allows the automation of domains that require intelligent analysis and clear 
thinking. One of the biggest challenges faced by large banks, insurance is that large volumes of their 
historical data are stored in paper documents rather than in digital spaces. Machine learning models are 
necessarily trained on digital data, so financial institutions have to ensure that they digitize old 
documents before hiring scientists to build digital solutions or to purchase Artificial Intelligence software 
from vendors (Azuly, 2019). 

 

Figure no.1: Artificial Intelligence used in different types of businesses. (Moşteanu, 2019c) 

 
# 

Institutions are based on and rely on computers and experts to determine future models of the 
market. Transactions and investments depend on the ability to accurately predict the future. The machines 
are excellent because they can shorten a huge amount of data in a short time. FinTech is beginning to be 
implemented in businesses by running behind-the-scenes algorithms able of processing huge amounts of 
information (big data) which would otherwise be either too large to comprehend by the human mind or 
too mundane. This international transfer of technology has important implications for an organization’s 
competitive advantage. Organizations must be able to learn about and have access to technological 
developments abroad that might provide a low-cost or differentiation advantage. New skills are required, 
new departments or functions will be created, and, in the end, the organizational structure will be 
redesign. Digitalization becomes an integrated part of any organization and is taken as a new investment in, 
advanced technology and business models to engage digital customers more effectively at every touchpoint in the 
customer experience lifecycle (Solis, et.al., 2014).  

As we presented earlier, once with new digital technologies, cyberattacks appeared. Currently, a 
cyberattack can have many faces (research found at least 25): phishing; ransomware; malware; social 
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engineering; brute force; man-in-the middle; Rootkit, DoS/DDoS, Botnet, Evil Twins, Keylogger, RAT, 
AdWare, Malvertising, Spam, Spyware, Virus, Worm, Trojan, Vishing, Watering Hole, Backdoor, 
Spoofing, Honeypot, Cyber- espionage. With the advances in information technology, criminals are using 
cyberspace to commit numerous cyber-crimes (Moşteanu 2020a; Moşteanu, et.al., 2020a). Cyber 
infrastructures are highly vulnerable to intrusions and other threats. Physical devices and human 
intervention are not sufficient for monitoring and protection of these infrastructures; hence, there is a need 
for more sophisticated cyber defense systems that need to be flexible, adaptable and robust, and able to 
detect a wide variety of threats and make intelligent real-time decisions (Dilek, et.al., 2015). Cyber security 
comes as the practice of protecting systems, networks, and programs from digital attacks, which access, 
change, or destroy sensitive information; extorting money from users; or interrupting normal business 
processes (CISCO, 2019). 

Everything becomes digital or cyber: space, tools, literacy, solutions, data systems, education, 
generation, and types of markets. Institutional reforms in labor relations are carried out in the digital 
economy both in the content and in the form (Moşteanu, et.al., 2020b, c). New technologies restructure 
subject-object economic relations and change qualitatively a business approach based on special 
algorithms application (Vovchenko, et.al., 2017). In this respect, organizations are better to redesign their 
structure, work processes, and services provided in order to face the challenges of customers – workforce. 
Figure no.2 presents a possible solution to redesign an organizational structure in the banking industry. 

 

Figure no.2: Redesign the organizational structure 

 
Before      After integrating cyber security departments 
 
Organizational structure is based on a system of interlocking roles, and the relationship of one role to 

another is defined by task-related skills. Figure no.2 presents how an organization is redesigning its 
structure taking into consideration new technologies’ challenges and implementations of new functions. 
Digitalization requires to redesign the organizational structure by balancing the differentiation and 
integration among specialized departments. In order to integrate FinTech and cybersecurity, new 
departments were created along with new job skills requirements. Also, a task force team was established in 
order to ensure the integration approach, between new IT requirements and regular business departments. 
Task-force teams are formed from managers with different specializations. As an organization increases in 
complexity, more than two departments may need to work together to solve common problems. Increasing 
an organization’s ability to serve its business effectively, may require, as an example, input from IT, legal, 
HR, marketing, strategy, and R&D. The solution commonly takes the form of a task force, a temporary 
committee set up to handle a specific problem. Moreover, even we tend to more organic business structures 
than mechanic ones, in order to ensure a proper cybersecurity system, a standardized approach (standard 
operation system) when it comes to big data protection, and internet communication is more than 
necessary.   



The Business and Management Review, Volume 11 Number 1 August 2020 
 

Conference proceedings of the Centre for Business & Economic Research, ICBED-2020, 20-22 August 282 
 

Digitalization improves any organization’s activities, but also expose it to different cyber-attacks. 
From this perspective only redesigning activities and add new functions and departments, populated with 
people with dedicated skills is not enough. A certain budget is better to accompany all these changes. A 
study conducted by Deloitte (2019) which polled 500 Chief-level executives who oversee cybersecurity at 
companies with at least $500 million in annual revenue, it revealed that from total IT and risk management 
budget, only 56% from respondents specified that only a 10% budget is dedicated to digital transformation 
(figure no.3), and out of this 10% budget for digital transformation only 16% is dedicated to data security, 
14% is dedicated to cyber transformation and another 14% to infrastructure security, the rest of the budget is 
dedicated to other integrated application and security infrastructure (figure no.4). 

 
Figure no.3: Cyber budget allocation (%) to  Figure no.4: Organization’s cyber budget 
digital transformation 

   

 
 
To tackle the digital skills gap, significant investments are needed. In the current European Union 

budget, the Commission proposes coherent and comprehensive support for building up the digital skills 
needed to support reskilling and upskilling in Europe for a successful digital transformation. Digital 

https://ec.europa.eu/commission/priorities/democratic-change/future-europe/eu-budget-future_en
https://ec.europa.eu/commission/priorities/democratic-change/future-europe/eu-budget-future_en
https://ec.europa.eu/digital-single-market/en/news/digital-europe-programme-proposed-eu92-billion-funding-2021-2027
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Europe Program with a budget of €700 million will expand the digital talent pool with around 256,000 
people who will be able to deploy the latest technology in business throughout Europe. In order to 
develop The Digital Europe Program, European Commission conducted research for the deployment of 
innovative digital technologies in five key areas:  Supercomputing; Artificial Intelligence; Cybersecurity; advanced 
digital skills; and ensuring a wide use of these digital technologies across the economy and society in line with 
Europe’s ambitious sustainability goals and values.  

 

Figure no.5. Respondents per country of origin (European Commission, 2019) 

 
 
To see the real financial implications and the number of new job structures, the survey was focused on 

(European Commission, 2020): better understanding the potential level of demand for the different 
activities that are proposed under Digital Europe; understanding stakeholders’ opinions and interests 
with regards to the priorities set out for the strategic objectives of the digitalization; and, obtaining the 
information needed in view of implementation choices and of timely preparation of the work programs to 
face the challenges of the digital era. There were 960 respondents from all 28 European Union countries. 
326 replies from European Union citizens, 171 from companies and business organizations, 41 from 
business associations, 124 from public sector entities, and 163 from academic and research institutions as 
well as several other groups. The largest number of responses came from Germany (13%), Italy (11%), 
Spain (8%), Belgium (7%), the Netherlands (7%), Romania (6%) and France (6%) totaling 56% of responses.  

Findings show solid support for the main concern set out in the Digital Europe Program with more 
than 80% of the respondents approving the priorities across the main objectives. On the question Do you 
agree that the European Union should support member states in improving for the deployment of innovative 
digital technologies? For Supercomputing: 59% completely agree and 24% partially agree; for Artificial 
Intelligence – 64% completely agree and 24% partially agree; for Cybersecurity – 64% completely agree and 
22% partially agree; for Advanced digital skills – 74% completely agree and 16% partially agree, and for 
ensuring a wide use of these digital technologies across the economy and society: – 62% completely agree and 24% 
partially agree. These responses transmit a tangible interest of citizens for their job stability, business for 
their continuity, academics, and researchers for new practical approach of the digital changes. 
Respondents were also asked to indicate how important they viewed European Union support for a range 
of areas where the new digital technologies could be deployed with a high impact. The results indicate a 
very strong support for EU support for digital technologies and their use in creating a clean planet (70.5% 
- very important),  the digital transformation of learning and education (62.5% - very important) and a 
more trustful and safer internet (54.9% - very important). On the other hand, the responses indicate less 
support for the uptake of the blockchain (32.1% - particularly important).  

 

Conclusions 

Digitalization has come into wide use in contemporary business media to signify the 
transformational or disruptive implications of digital technologies for businesses (Nambisan, et.al., 2019) 
(new business models, new types of products and services, new types of customer experiences) (Boulton, 
2018; Boutetiere, Reich, 2018) and more broadly, to indicate how existing companies may need to radically 
transform themselves to succeed in the emerging digital world (McAfee, Brynjolfsson, 2017; Brynjolfsson, 

https://ec.europa.eu/digital-single-market/en/news/digital-europe-programme-proposed-eu92-billion-funding-2021-2027
https://ec.europa.eu/digital-single-market/en/news/digital-europe-programme-proposed-eu92-billion-funding-2021-2027
https://ec.europa.eu/digital-single-market/en/high-performance-computing
https://ec.europa.eu/digital-single-market/en/cyber-security
https://ec.europa.eu/digital-single-market/en/cyber-security
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2011; Rogers, 2016; Venkatraman, 2017). Digital transformation affects all businesses; however, new 
enterprises are giving more attention to offering new digital solutions (Ayandibu, Houghton, 2017). 

Today’s cyber leaders are focused on digital transformation as an important strategy to achieve 
greater efficiencies while also better protecting the business (Deloitte, 2019). That sets attention to digital 
transformational capabilities. Figure no.6 presents digital transformation ranked by initiatives. The results 
is could lead us to believe that organizations are on track in their digital transformation, but if we dig into 
additional findings, the data show a distinct reality. 

 

Figure no.6. Top ranked digital transformation initiatives (Deloitte, 2019) 
 

 
 
Cyber-attacks are a real threat. Today data become more valuable than money, gold, or stocks. 

Cyber-attack is a real threat and will increase in its intensity and sophistication in the coming years. Thus, 
the research underlined the importance of redesigning the organizational structure for any business, 
giving more attention to cyber security, and to employ specialized personal, able to identify and develop a 
solution for data security and cyber transformation.  

So rapid are the developments, in fact, that while the digitization of everything has become a hallmark 
of tech’s promise of individual and business empowerment (Muro, et.al., 2017; Moşteanu, 2020d; 
Moşteanu and Galea, 2020). In the digital age, organizations need to reinvent themselves at a structural 
level and to become suppler (Moşteanu, 2019b).  

If years ago, digitalization was not a concern, currently a demand development for new skills and 
qualifications is an actual market outcome. The research finds out that the main challenges encountered in 
digitizing the activity of institutions came out from the redesigning of organizations structure which 
started to use actual technologies, and this entail developing and implementing an integrated approach of 
functions and responsibilities. 

 

Limitations and direction for future research 
The present research paper presents some limitations in terms of data related to the number of 

organizations which redesign their structure in order to integrate the new technologies in their business 
processes. The author intends to develop a further research, based on more detailed information and data 
correlated to the skills, competences, and activities required for developing and implementing digital 
systems in any organizational structures, as well as the reallocation and the requalification of employees.  
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