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Abstract
This research investigates knowledge transfer processes within online retail organisation to prevent
identity theft. An analysis of the ways in which individuals and teams transfer identity theft prevention
knowledge within the organisation is presented. A qualitative case study research approach using guiding
framework proposed by Salleh (2010) was adopted and extended to improve identity theft prevention
knowledge sharing processes in online retail organisations. Fourteen one-to-one semi-structured
interviews were conducted. Internal documents from a leading online retailer in the UK were also
analysed. Research shows that knowledge regarding identity theft prevention is not being shared and
individuals are learning from their own experiences which is time consuming. Existing knowledge
transfer barriers in the organisation were identified and improvements in knowledge sharing processes
within the retail industry in the UK are proposed. Only one case study has been investigated and further
case studies need to be conducted in different organisations and internationally and a cross-comparisons
conducted. This study provides managers with useful information in developing appropriate training
systems to educate staff on sharing institutional knowledge to prevent identity theft. This research
provides new insights into identity theft prevention by extending an existing framework proposed by
Salleh (2010) in terms of enhancing knowledge transfer process to prevent identity theft in the retail
industry.
1. Introduction
The retail industry is afflicted by identity (ID) theft related to on-line transactions.
Enhanced awareness and media reports of ID theft such as stealing bank account details, credit
or debit card information and other valuable personal information has increased the fear to
public related to on-line shopping and banking. The governments and research groups are
focused on understanding and solving issues of ID fraud and therefore conducting parallel
research projects in this arena. (Shaobo Ji et al., 2007). This research aims to study, analyse and
propose solutions for sharing knowledge regarding ID theft prevention in the UK retail
industry. Existing barriers in the knowledge transfer process of ID theft prevention among
individuals and departments have been investigated. The framework proposed by Salleh (2010)
for improving ID theft prevention knowledge sharing inside these organisations has been
adopted and extended to apply to the retail industry.
2. Background
ID theft has become common in businesses and in banking sector particularly related to
online transactions and retail purchasing (Fennelly, 2012; Clough, 2015). It is one of the fastest
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growing crimes in the world (Grover et al., 2011). Organisations and government institutions
have implemented policies and standards to stop ID fraud (Soomro et al., 2016; Israilidis et al.,
2015). Despite such measures the rate of ID theft crimes is increasing due to the explicit nature
of knowledge sharing in the form of policies and standards. Most workers do not follow policies
or do not even read policy and security related documents (Aimeur et al., 2011). Hence, these
instances could be reduced by incorporating knowledge management (KM) within
organisations (Conrad et al., 2012).
Therefore, at the moment KM is a major focus of research in different disciplines
(Musulin et al., 2011; Li and Kuan, 2015). Particularly knowledge sharing in rapidly growing
industries such as e-marketing, telemarketing, e-banking, project management and e-commerce.
An important concept with KM is tacit knowledge, gained by doing things and experiencing
them (Guang-bin et al., 2010). In 2010, Salleh developed a model for sharing tacit knowledge in a
public sector accounting organisation. Developed model connected the knowledge holders’
process of sharing within accounting organisations.
Surveys and case studies (Bindra et al., 2012; CIFAS, 2012; CIFAS, 2013; Sakharova, 2012;
Bradford and Cundiff, 2006; Lai et al., 2012; Romanosky et al., 2011; Stephen, 2013) have been
conducted to understand ID theft. Various categories of ID theft, frauds and crimes are being
committed by thieves and the different methods are used to commit ID related frauds
(Sakharova, 2012; Lai et al., 2012; Jin et al., 2011; Bilge et al., 2009; Fire et al., 2013; Bose and Leung,
2013; Reyns, 2013). Very little work on knowledge sharing concepts recognise that tacit
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knowledge sharing has been applied in the context of ID theft prevention. Personal information
is still being stolen, and organisations are not fully capable of preventing information of related
persons from being stolen. Companies are being victimised and thus suffer large financial
losses. This study has investigated and analysed knowledge transfer processes within online
retailing in the UK and proposes practical improvements to the process of knowledge sharing to
prevent ID theft within organisations. Various frameworks have been studied in the literature
such as Arachchilage et al., (2012), Trkman and Desouza, (2012), Yan Li and Zetian Fu ,(2007),
Amin and Hussain, (2010), WenJie Wang and Yufei Yuan (2006), Noor and Salim, (2012), and
Salleh, (2010) (see Table 1).
Comparative analysis of knowledge sharing and ID theft prevention enabled the
conceptual framework proposed by Salleh (2010) to be chosen as a guiding framework for data
collection. It has been adopted and matched to comply with our research objectives and
represents a comprehensive investigation of the knowledge sharing process (tacit knowledge
sharing). Guiding framework also has been used by Siong and Salleh et al., (2011) for KM
implementation in a public sector organisation.
Guiding knowledge sharing framework connects KM enablers and the process to share
the tacit knowledge in public-sector accounting organisation. It interconnects solutions of KM
through culture, leadership, learning and technology to enhance knowledge sharing process in
the organisation. Moreover, it enables the tacit knowledge sharing process and is useful as
process of strategic KM which supports knowledge networks and knowledge flow for
enhancing decision making process in the organisations. Figure 1 describes conceptual
framework adopted to extend for knowledge transfer process to prevent ID theft in retail
industry organisation.

This framework has been adopted and extended within the context of improving
knowledge transfer processes to prevent ID theft inside the organisation, as it supports to
understand and manage various factors of this research, such as, information and
communication technologies knowledge and skills of the individuals, information and
communication technologies infrastructure and software, KM technologies available, job
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training, rotation of jobs, feedback on the basis of performance evaluation, learning
opportunities available, opportunities for sourcing information, support of leadership, culture
of knowledge sharing (see Figure 1). It has been extended in the context of ID theft prevention
knowledge sharing. Figure 2 describes the extended framework for knowledge transfer
processes to prevent ID theft within retail industry organisation.
3. Methodology
Qualitative methods have been adopted by using a case study and focus mainly on the
facts conveyed by a respondent. For example, what they do; through which the researchers are
able to understand what is going on in a particular process or situation. These are efficient at
illuminating issues and arriving at explanations such as an exploration of meaning (Gillham,
2000). In this approach, researchers seek to inspect issues related to the various operations of
individuals or groups/teams of the personnel (Creswell, 2013). Therefore, interviews were
conducted with individuals to determine how they personally experienced concerns over
systems operations for ID theft prevention knowledge sharing.
A case study method with a set of procedures is required. These include design,
collection of data, analysis of the data collected and reporting and presenting the results
following the analysis of data collected during the case study research (Yin, 2011). Initially, a
review of related literature to assess the extent of work previously completed in ID theft
prevention was conducted and related questions for the data collection during the interviews in
the organisation were designed. A pilot study was conducted with eight semi-structured
interviews with PhD research students at the University of Central Lancashire, to test the
research questions and the interview process for a real cases in a retail organisation.
Various approaches such as interviews, analysis of internal documents of selected
organisations, including memos, survey reports of the organisation, their website, investigation
of news in print and electronic media information about the organisation were used. Fourteen
semi-structured interviews were conducted with individuals working in teams and groups
inside the organisation from top management to support staff. Internal documents were
examined to understand existing process of knowledge sharing to prevent ID theft. Several
internal reports, memos and emails were studied to seek any evidence of ID theft, causes of
stealing information of individuals and organisations and the steps taken to overcome these
problems. Various news reports of the organisation published in print and digital media were
also examined to discover evidence or clues about ID theft and its prevention.
The analysis method used included a combination of content analysis and a coding
system. Contents analysis is a method used to determine the content of written, recorded and
published communication through an objective, systematic and qualitative procedure. For the
qualitative data analysis, the coding system followed the reflexive and recursive movement
between development of concept, data-sampling and collection of the data, and interpretation
and analysis (Bryman and Bell, 2011). The coding of data for analysis contained the crosssectional design including data collected from relevant retail companies to establish the
patterns. The NVivo software tool was used for content analysis and the coding system.
4. Case Study - Company A
A case study of this research project was completed. The company selected is the leading
multi-brand retailer with approximately £2 billion annual sales, with multiple active customers
receiving millions of products every year. Over three-quarters of the sales are processed online,
one third of those being from mobile devices. About one million customers visit the website
every day. Due to the privacy, further details of company are not provided. Fourteen semistructured interviews and analysis of relevant company documents and literature were
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completed. A confidentiality agreement was signed by researchers and the management before
data collection. Interview participants were selected and consent was obtained through emails.
5. Findings
The various factors of the framework are shown in Figure 2. The questions were
designed according to the framework extended (Figure 2) to fulfil the requirements of the
research project. This section summarises the findings.
5.1. ICT Know-how and Training
Information and Communication Technology (ICT) refers to information communication
by using telecommunication systems. ICT infrastructure plays a vital role in knowledge sharing
among the individuals within and outside of the organisation. It is essential to understand ICT
skills required to assess the ability of staff to use those skills to solve the complicated problems
of information management, knowledge transfer and presentations (Cobo, 2013). These include
learning and technological skills, such as developing ideas, sharing information and fact finding
(Cobo, 2013; Dede, 2010). Employees required particular practical skills (‘know-how’) to
perform required tasks efficiently. These can be learned and developed through independent
learning or detecting and emulating the skills of others’, which are the approaches of tacit
knowledge sharing environment (Letmathe et al., 2012). An advanced learning environment
enables the workers to enhance their expertise to deal with complicated problems. Learning
opportunities enhance progress by removing previous mistakes and weaknesses (Harteis et al.,
2008). Organisations provide various training opportunities for their employees to keep them
up-to-date and to enhance the innovative techniques to improve performance.
The researcher asked various questions on training for knowledge sharing in the
organisation and to investigate the effectiveness of the training provided to the workers to
enhance the skills of ID theft prevention knowledge sharing and to determine opportunities for
increasing. From the responses to the question “How do you get training to enhance your skills
for knowledge sharing of ID theft prevention in your organisation?” interviewees explained that
the training is provided for fraud prevention and to understand existing systems in the
organisation. If a new system comes into the department then employees trained to operate that
system and understand its functionalities (R1, R3, R12). When a new employee joins the
company he/she gets induction training for 12 months to understand the existing systems and
their role (R7).
Participant (11) responded that they had basic training to use and create spreadsheets in
Excel and access the database at the start, but acquired knowledge from their own experience.
They did not receive further training. He/she responded that:
“We’ve had Excel training, spreadsheets, Access database training, things that we’d need to produce our
reports to the regional loss prevention managers. As for the fraud side of it, we haven’t had a lot of
training ourselves. It’s basically self-taught.”
R11 responded that if a new system or tool comes in, training is given to understand that system
and the availability of training is being discussed in daily ‘huddles’ (internal informal meetings).
Some participants stated that training to identify and prevent ID fraud is provided to the
workers in the fraud prevention department only (R11, R13). While some responded that
training is not being given to them at all (R11, R12). When asked for reasons why training was
not being provided, some interviewees responded that they do not need training, as they are not
working at the front end and they do not face customers directly. Participant (11) stated:
“We’re not dealing with the customers; we’re dealing with the aftermath of what happens. I don’t think
we’re dealing with everything that’s passed down to us; we don’t actually need that training as such at
the moment.”
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Another respondent (14) stated that these days fraudsters are smart and fast. ID fraudsters have
adopted new techniques and methods to commit fraud and training doesn’t help them to stop
the fraud. This research found that at the moment the company provides other learning
opportunities for the workers such as one-to-one meetings, the arrangement of seminars, and
updates in meeting huddles regarding ID related fraud identification and prevention (R2).
When asked about the advantages and usefulness of the learning opportunities, the participants
responded that training could be advantageous (R1, R8, R10, R13).
When asked about the training provided for ID theft prevention knowledge sharing, all
the responses were “No”. Currently, the company does not arrange any training for sharing the
knowledge of ID theft prevention. Participants even expressed the words:
“…we are not doing anything like that, we don’t need training for sharing the knowledge of id theft
prevention”.
This investigation found that trainings and other learning opportunities can play vital
role for enhancing the knowledge of employees for ID theft prevention. Participants responded
for the requirements of learning environment for sharing the knowledge of ID theft prevention
among staff members. Presently the company focuses on the prevention of personal information
theft at customer level and they are not working on the development of enhanced knowledge
transfer process the prevent ID theft within company. Therefore, it is recommended to develop
system of ID theft prevention knowledge sharing among individuals and groups/ teams within
company.
5.2. Information Sourcing Opportunities
Whilst enquiring about information sourcing opportunities, all respondents stated that
information regarding ID theft issues and their solutions are being shared through email, policy
documents and the internal network messaging system. For investigating the preferred method
of sharing knowledge, the respondents stated that they prefer to use emails to receive
information (R7, R8). Email as a knowledge sharing resource was used by the participants as
emails provided most of the updated information regarding ID theft issues and their solutions.
They were easier to use and easy to attach documents to send to the recipients. Furthermore,
emails have quick access everywhere. Participant (11) responded:
“Email is quick and you can put whatever you like in it and attach documents and that’s the main source
we’ve always used.”
According to participant (14), employees are being emailed to inform them of training
available. The participant said that:
“Email is the best way, and I receive emails for availability of training.”
When asked about the satisfaction of available sources, the researchers found that all
participants were satisfied with the availability of knowledge sharing sources. For sources of
sharing knowledge with staff of other departments, participants responded that they send and
receive the required information through emails only.
Currently, the company uses the emailing system for disseminating information and there
are some policy documents providing useful knowledge to the employees regarding the
working environment and activities. They also have an internal messaging system called
Yammer where employees post updates regarding their working activities (R1, R3, R10).
5.3. Job Rotation
Knowledge shared among individuals is concerned with establishing communication
among workers inside the organisation. The most significant issue of knowledge sharing is the
trust within the organisation; such as, how willing are people to share what they know?
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Answering these questions leads us to activities based on trust building, team creation, job
rotation and so forth (Sveiby, 2001).
Whilst investigating the job rotation process, it was found that within the company, jobs
are not being rotated except via promotion from one job to another. According to interviewee
(13):
“There isn’t any job rotation,” interviewee (10) responded: “We don’t do any rotation really with
anybody else”.
As discussed earlier, job rotation plays a vital role in increasing the knowledge of
individuals and teams in the organisation, but in that company employees are learning from
their own experiences. Participant (1) responded that a job is not being rotated from department
to department to enhance the knowledge of ID theft prevention. Interviewees replied that their
job could be moved from one seat to another seat if someone was not coming to work or
someone was sick, so to fulfil that requirement of the work, employees are being moved to other
seats (R1). If someone requires some information, he/she puts the question forward and obtains
the knowledge for that question. Respondent (R3) said that:
“If you want to learn something you can always put the question forward.”
Whilst asking the reason for not rotating jobs in the company, respondents said that they
are all doing same job; the company doesn’t need to rotate the jobs. Currently, the company
does not rotate jobs to increase staff knowledge of prevention of ID theft and share their
knowledge among others. It is strongly recommended that the company develops the job
rotation process so that individuals and team members may enhance their knowledge and learn
from the experiences of the workers moved from other working areas who have expertise via
their work in ID theft prevention. The staff whose job has been rotated also increase their
knowledge by working in a new environment.
5.4. Feedback on Performance Evaluation
Feedback is vital in the evaluation and monitoring of activities of employees. However,
current developments in computerised technology are advancing the nature of monitoring the
performance of employees (Alder and Ambrose, 2005). Feedback can be given for various
purposes. These include bringing the resultant outcomes of the activities or the processes into
focus; providing information when workers move away from primarily goals; helping to fix the
new goals or adjusting the existing goals; and guidance to perform the activities. It also
promotes critical reflection and brings about new approaches (Gabelica et al., 2012). To
investigate performance of employees, various questions were asked on feedback. Participant
(1) said that:
“That is basically the bulk of the managers’ job; we have performance management.”
Managers arrange monthly one-to-one meetings with the advisors to ask how things are
going and how staff are performing their activities. Feedback is given to staff on the basis of
their work and their level of success. The company also evaluates the performance of employees
twice a year (R10).
Asking about tools being used for evaluating the performance of employees,
respondents said that they have only one tool for evaluating the performance of employees and
that is an e-learning system giving knowledge of evaluation modules (R8, R10, R13, R14).
Respondent (14) said that:
“It's an e-learning module. Each worker has to score a hundred per cent. If they don't, they have to re-sit
it until they get a hundred per cent in both ID theft and ID fraud. But yeah, that is the only measurement
in place.”
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For evaluating the performance of knowledge sharing with others, managers and advisors
responded that the company is not evaluating performance on knowledge sharing of employees
for ID theft prevention. Participant (10) said that:
“As for identity theft prevention and knowledge sharing, we’re not evaluated on that.”
Whilst asking about the impact of feedback, participants said that it is very important to
evaluate the performance of working activities. By evaluating the performance of employees,
their managers do have the knowledge that an employee is doing well and he/she has the
knowledge of their working activities; they also know that staff are working as per the
requirements and policies of the company. Furthermore, if they notice that someone requires
some training or cannot work, then that employee should be trained or someone should help
him/her in their working activities. The manager provided the feedback to staff in a one-to-one
meeting or through email detailing how they are doing their work and what they need to
increase and the need to go through re-training. The company needs to determine at what level
employees learn about knowledge sharing regarding ID theft prevention and provide feedback
to the workers.
5.5. Leadership Support
Leadership support is one of the most important element for enhancing the working
environment of the organisation and encouraging staff towards achieving required goals.
Various questions were asked for the investigation of requirement and availability of leadership
support in the company. During investigation we found that management shares the
information regarding ID theft issues through emails and monthly meetings. Participant (1)
said:
“We have managers’ meetings every single month; we have a buzz of managers’ emails.”
Managers also arrange face-to-face meetings with workers (R2, R10). An internal
network messaging system is also being used to share the knowledge to identify and counter
issues. Additionally, management arranges seminars to update the workers’ knowledge
regarding ID theft and its prevention. Some participants from the fraud management and
information security departments stated that they needed more technical manpower to prevent
ID theft in the company. Asking about the support required, managers and staff were happy
with the support of the leadership (R3). Some participants responded that they required quicker
feedback. Interviewee (2) responded:
“…feedback accreditations; all that is needed for you to be able to do your job in there successfully.”
One of the participants reported that they required more staff as they cover whole the country
(R10); he/she said:
“You can always do with more individuals to help because, you know, I mean for us, we cover the whole
country. So more resources would be more manpower. ”
The leadership of the company is very supportive to the workers and staff are happy
with the facilities provided. Sometimes line managers walk down to the desks of the advisors
and other employees to help them and to describe the activities performed in order to identify
and counter ID fraud. During investigation we found that leadership of company is very
supportive and helping. Employees are happy with them. When we talk about the ID theft
prevention knowledge sharing, then gain there is the need of the enhanced environment for
knowledge sharing to prevent ID theft. Support of management is required for development of
that environment. So that staff and departments/teams can share knowledge each other to
prevent ID theft within company.
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5.6. Knowledge Sharing Culture
Knowledge sharing refers to the transfer of knowledge among individuals, different
teams and departments inside the organisation and among different organisations (Section 2).
Organisational culture refers to the shared values, beliefs and performances of persons within
an organisation (McDermott and O’Dell, 2001). The knowledge sharing culture is the main
elements considered for knowledge sharing among the individuals and teams within the
organisation. It is the most important element that needs to be understood in advance before
employing any new strategies in the organisation (Syed-Ikhsan and Rowland, 2004).
A knowledge sharing culture is considered to be a significant aspect since it controls the
effects of other related variables such as existing technology and management techniques on the
accomplishment of KM. According to Stoddart (2001), knowledge sharing can only work if the
culture of the organisation supports it, and if the changes required are developed according to
the culture of the organisation. In this regard various questions were asked about the
knowledge sharing culture in the organisation. When asked about the trust of others,
interviewees described that they trust other workers concerning knowledge sharing of ID theft
prevention within their department, but they don’t trust the people outside the department,
such as the staff from other departments. Presently, knowledge is being shared only within
departments of the company (R1, R12). Employees are not confident enough to share knowledge
with the staff of other departments in order to prevent ID theft due to a lack of trust (R7).
Therefore, individuals and teams are only getting the advantage of the expertise within their
own department. The company needs to develop a system to educate the staff from different
departments and raise awareness of ID theft and its prevention. They need to increase the level
of trust within the organisation.
5.7. Knowledge Management Infrastructure
Technology is a major factor in implementing a prosperous KM program and approach.
It is an effective source of creating, storing and sharing information. Information and
communication technologies infrastructure refers to the effective KM based on persons sharing
their knowledge through technological facilities that users throughout the organisation have
access to. In the organisation, updated information and the communication technologies
infrastructure help the employees to generate, store and share knowledge between individuals,
teams and departments (Syed-Ikhsan and Rowland, 2004). Investigation of the existing KM
infrastructure was prioritised to determine limitations and provide proper recommendations for
enhancing the sharing of ID theft prevention knowledge.
During the interviews, questions were asked to investigate the existing infrastructure
including the software, hardware, networks and protocols developed for information security in
the organisation and the skills required for knowledge sharing. More questions were asked
about the availability of resources and to investigate the usefulness of the KM resources and any
requirements for further resources. Whilst asking about the knowledge sharing tools being used
for ID theft prevention, participants reported that various tools were being used for ID theft
prevention, such as CIFAS, AQAFAX and KBA (R3), and it was found that for sharing the
knowledge of ID theft prevention, the company has an e-learning system which provides
information on training available to staff members; employees also upload their activities on the
e-learning system. Respondent (1) said:
“We have a lot of systems that we use. I think for knowledge sharing the strongest that we use are the elearning packages; if anything new comes out such as a new process, or new system, it is always done
through e-learning.”
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Furthermore, policy documents are being uploaded onto the intranet of the company and
sometimes workers acquire the knowledge by using personal contacts. According to (R8):
“So it’s a combination of both personal contact and also the intranet, written policies and written
information which are available to all”.
Whilst asking information technology skills required for ID theft prevention knowledge
sharing, it was found that the basic skills are provided, such as how to use and create Excel
spreadsheets and pilot tables (R11, R12). Some of the employees are trained to analyse the data
through their own experience regarding ID fraud and encountering those frauds (R8). Although
employees have a small level of skills, they all are very satisfied with the availability and usage
of existing resources, having the skills from their own experience to work in the company and
use the existing systems.
6. Discussion
This research included the process of research refinement by reviewing the existing
literature and find out existing gape in the research area. By extensive review of the literature
and comparing and contrast of existing frameworks, a knowledge sharing framework proposed
by Salleh (2010) was adopted (Figure 1) for extension to enhance the knowledge transfer
processes to prevent ID theft. Qualitative research methods were used to conduct case study in
retail industry organisation. We designed the questions around factors of extended framework
(Figure 2) of this research to fulfil the requirements of the research project. Conducted a pilot
study having eight interviews with research students at University of Central Lancashire, UK. A
real world case study was conducted from a well reputed online retailer in UK. Data collection
included fourteen one-to-one semi-structured interviews with staff members of various
departments of the company, news investigation of print and electronic media and document
analysis of the company including website of the company.
As discussed earlier, in this paper we extended the conceptual framework proposed by
Salleh (2010) in the context of knowledge transfer process to prevent ID theft in retail industry
organisation (Figure 2). Furthermore, the important and relevant factors in the adopted
framework (Figure 1): job rotation, feedback on performance evaluation, information sourcing
opportunities, leadership support, and knowledge sharing culture are included for ID theft
prevention knowledge transfer in the extended framework (Figure 2). Moreover, the factor ICT
know-how and trainings has been produced (in extended framework) from the merger of three
factors ICT know-how and skills, job training and learning opportunities in adopted framework.
Those three factors could be used for the same purpose, such as, job training are learning
opportunities for ICT know-how and enhancing skills for ID theft prevention knowledge
sharing in the organisation (Table 2). The factor knowledge management infrastructure has been
produced from ICT infrastructure and software and knowledge management technologies
factors of the adopted framework as knowledge management infrastructure (in extended
framework) used for ID theft prevention knowledge transfer includes the hardware, software
protocols and techniques. Therefore, the two factors were also merged to form another factor as
per requirements of this research (Table 2).
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Figure 2 presents the extended framework for the knowledge transfer process of ID theft
prevention. It has seven factors: information and communication technology; information
sourcing opportunities; job rotation; feedback on performance evaluation; leadership support; a
knowledge sharing culture and a knowledge management infrastructure. Table 2 describe the
extended framework from guiding framework proposed by Salleh (2010).

During the investigation we found that, currently the company provides induction
training to newcomers on the existing systems and working activities at a basic level such as
spreadsheets and fraud databases (Table 3). An e-learning system is being used to upload the
information for available training. Educational seminars are arranged. However, the company
does not have a training system for ID theft prevention knowledge sharing.
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An advanced learning environment enables the workforce to deal with the complex
problems faced. The company still needs to enable the staff of all departments to receive
training regarding ID theft prevention practice and prevention. Table 3 summarises strengths

and weaknesses for knowledge sharing of ID theft prevention and recommendations by the
investigation of this research.
The emailing system is used for information transfer amongst the staff; sometimes an
internal networking system is being used called Yammer for updating the employees regarding
ID theft issues. At the moment, the company uses CIFAS and AQAFAX as knowledge sharing
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tools for ID theft prevention. The company needs to enhance the knowledge sharing culture for
ID theft prevention; at the moment individuals are sharing their knowledge with each other
within a department and they trust those who are working with them within that department.
Therefore, staff of other departments are not getting the advantage of ID theft prevention
knowledge sharing. As a result, also recommended is the development of a system for ID theft
prevention knowledge sharing and the education of the workers in the process of knowledge
sharing.
7. Conclusions
Findings of this study illustrate that knowledge of ID theft prevention is not being
shared among individuals and between teams across the departments. Staff share knowledge of
ID theft prevention within their own departments. Basic training is being given to newcomers to
provide them with the know-how about the systems used and working activities within the
company.
Seminars are arranged on ID theft prevention. The company needs to develop an
educational system to enhance the knowledge of employees in ID theft prevention knowledge
sharing. Some policy documents are being disseminated to employees on ID theft prevention
which set out awareness of confidential information but those documents do not describe
knowledge sharing for ID theft prevention. E-mails are used to share their knowledge for their
working activities. The company needs to develop a centralised system that can provide
information to the employees in ID theft prevention.
There is no job rotation in the company and employees are learning from their own
experience which is time consuming and exhaustive. The importance of job rotation in the
organisation to enhance the knowledge of individuals, teams and groups. Company needs to
rotate the knowledge holders’ jobs around different teams/groups in varying departments to
enhance knowledge of other staff members of ID theft prevention. Employees trust others
within their department and share knowledge with them regarding preventing ID theft. The
company needs to enhance the trust level across departments for ID theft prevention knowledge
sharing.
This research may help the retail industry enhance the process of knowledge sharing to
prevent ID theft within the organisation and provide solutions on developing a knowledge
sharing culture inside the company. It may also help the organisation to develop a proper
training system to educate the staff to share their knowledge of ID theft prevention. This
research also extends a framework in terms of ID theft prevention and sharing knowledge of ID
theft prevention. Only one case study in retail industry organisation in the UK was used.
Further case studies need to be conducted in different organisations and other countries and a
cross-comparison would be useful to check the applicability of extended framework.
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